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LETTER FROM THE STATE CIO

This report presents an overvi
technology (IT) landscape during the 2017-19 biennium, as well
as a glimpse of whatés ahead.

A year since my appointment, my focus continues to be on
strategic, cost-effective technology investments that will
modernize and transform state services for Washingtonians.

While there is still much to be done, | can point to great
progress.

The state has made tremendous strides in providing government
services 24/7 through online access, saving both time and
money. Government spending on IT also is more transparent than ever through online
dashboards. In the area of information security, the state has worked to stay abreast of evolving
cyber threats and expanded its efforts to educate employees about best practices.

Washington state has won national recognition for its efforts, including recent top honors from
the National Association of State Chief Information Officers (NASCIO) for two Washington State
Patrol (WSP) projects.

The WSP was recognized for its use of drones to expedite forensic mapping of collision and
crime scenes i resulting in a 75% reduction in road closure time. The WSP also completed an
initiative that allows sexual assault victims to track their sexual assault kit through the criminal
justice process.

In addition, the Office of the Chief Information Officer was recognized by NASCIO for its
Technology Business Management (TBM) program, resulting in improved data collection and
reporting of statewide technology investments. My office now captures data on all technology
investments in the state. This information is available to the public online on the OCIO website.

The state also is paving the way for vastly improved IT services and connectivity by moving to
the cloud. For example, WaTech is working with state agencies to migrate to the cloud-based
Washington Enterprise Shared Tenant. With the ability to serve multiple tenants from Microsoft
365 using a common, cloud-based service, agencies can benefit from shared resources such as
existing data centers, computers, operating systems, software applications and maintenance.
That is just one of many efforts underway.

We live in a time of tremendous technological change, which presents an enormous opportunity
for the state to improve its services. The state has put a priority on modernization that does
more than keep government running, but actually changes the way the state works, and the
ways public servants can innovate.

I look forward to working with lawmakers and our partner agencies to make this vision a reality
and transform state technology.

Ln\m-"-: l(._l": Jexcn s e A
|

James Weaver, State Chief Information Officer
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EXECUTIVE SUMMARY

The Office of the Chief Information Officer (OCIO) is required by RCW 43.105.220 to
submit a state performance report on information technology (IT) each biennium.

This IT Biennial Report assesses state progress toward goals outlined by the state
technoloqgy strategic plan during the 2017-19 biennium. The report is organized to show
the alignment between the state strategic plan and corresponding RCWs.

The state invested more than $3.4 billion in technology during the biennium. Those
investments helped the state make progress on many fronts including increasing public
access to government data while at the same time enhancing privacy protections for
Washingtonians. The state also made headway in finding shared IT solutions for
multiple agencies, which will ultimately allow for efficiencies and improved services. In
addition, the state has advanced its understanding of the statewide technology portfolio
through reporting and updated practices, which provides improved oversight of major IT
projects and reduces risk.

This report also provides insightsont h e s stratégie ivestments to help secure
state assets and information, an increasingly important issue in light of recent
ransomware attacks that have affected state and local governments across the country.

Information also is included on application risk associated with the buildup of technical
debt related to 420 legacy applications in the state portfolio identified as mission
critical/business essential and custom in-house built.

Other areas highlighted in the report include:

1 Efficient and effective government: Washington received national recognition
for the innovative use of technology to increase efficiency and help state
residents. This includes two national awards received by the Washington State
Patrol i one for an initiative that allows sexual assault victims to track their
sexual assault kit through the criminal justice process and another that uses
drones to expedite the forensic mapping of collision and crime scenes.

1 Accountable IT management: The OCIO now captures data on all technology
investments in the state. The data became accessible to the public online in
January 2019. It includes budget decision packages and the ranking of agency
funding requests.

1 Project Oversight: Over the biennium, 100 major IT projects received oversight
from the OCIO. This includes 40 projects assigned to the IT Investment pool. By
June 2019, 86% of projects were active. Of the remainder, 12% were closed, 1%
canceled and 1% placed on hold.

1 IT workforce: The OCIO and Office of Financial Management (OFM) State
Human Resources office collaborated on a multi-year job class study for IT
classifications aimed at building a more modern, competitive job class structure.



http://app.leg.wa.gov/RCW/default.aspx?cite=43.105.220
https://ocio.wa.gov/sites/default/files/public/Strategic%20Plan%201%20pager%2020170622.pdf?dduhwp
https://ocio.wa.gov/sites/default/files/public/Strategic%20Plan%201%20pager%2020170622.pdf?dduhwp
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The study concluded June 30, 2019, and a new IT professional structure became
effective in July 2019.

1 Enterprise architecture (EA): The OCIO expanded the state Enterprise
Architecture program to lead a collaborative, business outcome driven approach
that focuses on value and enabling statewide digital transformation. Progress
made during the biennium includes an estimated $500,000 in cost avoidance to
agencies by advancing the Washington Master Addressing Services (WAMAS),
so street, building, parcel, etc. addresses used by agencies now meet the United
States Postal Service (USPS) standard. The state also adopted a shared state
model for Office 365 and related cloud-based technologies, advancing Health
and Human Services enterprise coalition and ensuring secured external access
to agency applications by using Secure Access Washington (SAW).
Enhancements to SAW improved user experience and reduced calls to the help
support desk by 70%.

1 Security and privacy: The state of Washington made strategic investments and
leveraged federal dollars during the past biennium to help secure public data
entrusted to government agencies. This includes a federal grant to help protect
and safeguard the 2020 elections. The state Privacy Office expanded education
activities to bring awareness to privacy issues.

The state also faces ongoing IT challenges that will require continued attention in the
coming biennium, including:

1 Technical debt: Tight agency budgets, business-driven deadlines and funding
cycles have helped fuel a growth in technical debt in state government due to the
practice of building on top of existing application architecture to enable new
capabilities. This has resulted in systems that are harder to sustain and may
need additional investment or replacement. Technical debt is the backlog that
occurs when quick and easy solutions are chosen to meet the immediate burning
need versus selecting a better design that will take more time to implement.

1 Tracking of IT spending: The IT project assessment (ITPA) process was
changed in an effort to gain earlier insight into the number of IT projects
occurring statewide. However, gaps remain in the number of projects submitted.
Fewer projects were reported to the OCIO than anticipated with only 161 agency
ITPAs submitted in 2019. Of those, 32 were submitted as part of the 2019-21
funding request cycle.

1 IT workforce: According to the state Human Resources Of f i ce, t he state
technology workforce is aging and retiring in greater numbers. Data captured in
the 2019-21 biennium will inform the outcomes of the IT position restructure and
determine if the changes in compensation improves recruitment and retention
efforts. Recruitment and retention efforts are important given that more than half
of the stateds technology workforce is eli
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TECHNOLOGY PERFORMANCE REPORT STRUCTURE

The Washington state IT Strategic Plan (page 8) serves as the framework for the five
primary section headings of this report:

9 Efficient & Effective Government.
1 Accountable IT Management.

1 IT Workforce.

1 Enterprise Architecture.

1 Security & Privacy.

Section topics also cover requirements within state RCWSs. To make a tie between the
RCW and IT Strategic Plan a reference is included in the section header to the following
corresponding RCWs:

1 RCW 43.105.215
RCW 43.105.220
RCW 43.105.225
RCW 43.105.235
RCW 43.105.245
RCW 43.105.265
RCW 43.105.287
RCW 43.105.341
RCW 43.105.369

= =2 =4 4 A4 A4 - -

Due to the heightened interest bntbAseesopbtcsk
have been elevated to section headers within the report.



https://app.leg.wa.gov/RCW/default.aspx?cite=43.105.215
https://app.leg.wa.gov/RCW/default.aspx?cite=43.105.220
https://app.leg.wa.gov/RCW/default.aspx?cite=43.105.225
https://app.leg.wa.gov/RCW/default.aspx?cite=43.105.235
https://app.leg.wa.gov/RCW/default.aspx?cite=43.105.245
https://app.leg.wa.gov/RCW/default.aspx?cite=43.105.265
https://app.leg.wa.gov/RCW/default.aspx?cite=43.105.287
https://app.leg.wa.gov/RCW/default.aspx?cite=43.105.341
https://app.leg.wa.gov/RCW/default.aspx?cite=43.105.369
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SECTION 1: STRATEGIC INFORMATION TECHNOLOGY
PLAN (RCW 43.105.220 (1))

The OCIO is legislatively mandated to prepare and lead the implementation of a
strategic direction for information technology in state government. The Office is
responsible for:

1 Providing enterprise architecture for state government.

Supporting standardization and consolidation of technology infrastructure.
Establishing standards and policies for efficient and consistent operations.
Creating and nurturing a cohesive operating technology community.

Providing technology expertise to improve the business of government.

= =2 =A -4 -2

Fostering innovation and experimentation to bring modern capabilities to
government.

Educating and informing policy leaders about emerging technology.

Creating technology investment clarity and alignment, while identifying
opportunities for savings and efficiencies in technology expenditures.

The Technology Services Board (TSB), as described in RCW 43.105.287, reviews,
approves, and provides oversight of major information technology projects. The board
focuses on IT strategic vision and planning, enterprise architecture, policy and
standards, and major project oversight. Members include legislators, business leaders,
agency directors, a representative from local government and a labor representative.



http://app.leg.wa.gov/RCW/default.aspx?cite=43.105.287
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Published by the OCIO in July 2017, the state Enterprise Technology Strategic Plan
(see Figure 1) provided guidance through the 2018-19 biennia.

State of Washingon | Enterprise Technology

Strategic Plan: 2017 - 2021
Beﬂer% % .
government \ Personalized & \ Partnership,
through Optimized Trunspafc.ancy, &
Iechnol? Government Agility

Public facing services & information failored to every constfituent
& to improve the effectiveness of staff, processes & systems.

Information technology (IT)is seen as
a sfrategic & dependable partner
to business leadership.

We operate in a way that builds
frust with our authorizing
environment & the customers
we serve.

We believe frue innovation comes
from thoughtful experimentation
& incremental development.

Efficient & Effective

Government
Create opportunities for operational efficiency & improve constituent

access to services

© Consolidate common technology & O Create constituent focused portals
services © Develop accessible & responsive
© Pursue brokered service options designs
© Maximize state’s buying power O Increase access fo open dafa
Accountable IT
Management Develop accountability & transparency while managing with integrity
© Evolve portfolic management and o Strengthen business driven governance
\ technology business management to © Confinuously improve technology
support decision making lifecycle management
© Expand fransparency dashboard © Mature project management &
© Improve visibility info alignment related practices

Recruit, develop & retain exceptional fechnology staff & leaders

IT Workforce © Create & maintain a competitive © Create mobility friendly facilities
job classification structure © Implement mobility friendly
O Create an enterprise workforce work practices
development strategy © Enhance mobile device management

© Re-imagine management practices
to foster employee
empowerment & engagement

Enterprise

Al e s Identify strategic technology investments fo support common business

needs/functions

© Build EA program and discipline O Increase capacity fo manage
© Evaluate options for shared solutions & share information
across the state or business © Modernize infrastructure and applications
“ecosystems”
O Identify common business practices
Security & that can be supported by shared solutions

Privacy
Find & stop security risks while increasing privacy awareness

© Invest in top cybersecurity talent © Build capacity for Washingtonians fo
© Proactively assess application security protect thier privacy
© Continuously improve state defenses O Provide agencies with tools fo
O Improve policy & standards improve privacy practices
July 2017

Figure 1: Strategic Plan 2017-2021.



https://ocio.wa.gov/accessible-interactive-enterprise-technology-strategic-plan
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SECTION 2: EFFICIENT & EFFECTIVE GOVERNMENT
(RCW 43.105.220 (2A), RCW 43.105.225, RCW
43.105.230, RCW 43.105.235 & RCW 43.105.341)

Information technology portfolio

IT portfolios detail existing and planned technology investments. The portfolio should
show how investments supportanor gani zati onds priorities.

In the 2017-19 biennium, the state worked to close gaps in technology portfolio
practices. The application portfolio was modified to include information to support ®ne
Washingtonbenterprise resource planning efforts and minimize the number of times
agencies request application information.

Chief information officers (ClOs) from 15 different agencies collaborated to create an IT

portfolio conceptual model for use at both the agency and enterprise level. This was the

first review in over 20 years. One of the key goals was to fully integrate technology
business management financial disciplines as
program. The model serves as a framework in support of several statutory

requirements:

T RCW 43.105.341 - IT portfolios

T RCW 43.105.235 - State agency IT portfolio

 RCW 43.105.230 - State agency IT portfolio - Basis for decisions and plans
1

RCW 43.105.225 - Managing IT as a statewide portfolio.



https://app.leg.wa.gov/rcw/default.aspx?cite=43.105.220
https://app.leg.wa.gov/rcw/default.aspx?cite=43.105.235
https://app.leg.wa.gov/rcw/default.aspx?cite=43.105.235
http://app.leg.wa.gov/RCW/default.aspx?cite=43.105.341
http://app.leg.wa.gov/RCW/default.aspx?cite=43.105.235
https://app.leg.wa.gov/RCW/default.aspx?cite=43.105.230
https://app.leg.wa.gov/RCW/default.aspx?cite=43.105.225
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Portfolio Management Conceptual Model

« Compile business capabilities

+ Understand resource availability

« Balance & align based on priorities
« Collect & communicate adjustments
+ Track current & proposed projects
(L, & operations

‘,'\‘ Inventory F
b ~ & Review v

e N

+ Establish goals, mission & objectives
* Develop business & technology plans
» Define Enterprise Architecture

+ |dentify key portfolio value indicators

+ Record progress towards Performance Monitor & « Review performance indicators

meeting key portfolio & Results Control -+ Manage portfolio risks

value indicators « Evaluate technology Investments
* Collect, analyze & report outcomes * Assess business & technology
+ Measure business & technology plan modifications

plan advancement » Confirm alignment

Kl ta

Version 1 December 2018

Figure 2: Technology Portfolio Conceptual Model.

Following development of the conceptual model, representatives from small, medium
and large agencies collaborated to identify a shared minimum set of foundational
elements that all agencies must collect to support their technology portfolios. These
foundational elements i with requirements to have a technology plan along with
standards on collecting applications, infrastructure and projects data i are documented
in technology policy, standards and architecture.

Collection and review of the foundational IT elements T such as determining the number
of applications, servers and projects i allows organizations to measure and understand
the overall health of its existing technology assets and make informed decisions about
the relative priority of each investment.

The information being collected i mproves the
make informed decisions about technology direction and architecture.

Washington state national recognition

Washington state is earning national recognition for its innovative use of technology to
increase efficiency and help state residents: ~

WASHINGTON DIGITAL
STATE GRADE

Government Technology Digital States Survey:
Washington continued to receive top marks in 2018

from the Center for Digital Government, earning an A- 2018 A-
in the 2018 Digital States Survey. The survey, ggig g‘;
conducted every two years bt atesb

10
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technology. Under the Digital States criteria, a grade of A reflects a state that is

trending sharply up. The report, among other things, recognized Washington for its

One Washingt on -geachlung effortto modeanizevaindliraprove
Washingtondés aging administrative and busi ne
hi ghl i ght e dewDiiver ansl VehitleeSyssem iDRIVES) 1 part of a $60

million multi-year business and technology modernization project.

Technology Business Management Program, National Association of State
Chief Information Officers (NASCIO) recognition: The Washington state Office of
the Chief Information Officer received a special recognition award in 2018 as a
finalist in the annual NASCIO Awards for its Technology Business Management
(TBM) program. The TBM program, first launched in 2011, experienced a major

Arebooto in 2016 that more closely aligned t
agencies through a consolidated system. This resulted in an improved reporting
systemthatst r eaml i nes the statebés overall ability

Washington State Patrol (WSP) Security Assault Kits Tracking System,
(NASCIO) recognition: The WSP was a recipient of a 2019 NASCIO award for an
initiative that allows sexual assault victims to track their sexual assault kit (SAK)
through the criminal justice process. Sexual assault victims may undergo a forensic
exam to collect evidence including biological material. The doctor or nurse
conducting the exam preserves the evidence in an SAK. The new WSP system
tracks the location of the kit and provides

visibility and metrics regarding the overall

status. The system is publicly accessible

and hosted in the Microsoft Azure

Government Cloud.

Washington State Patrol Use of Drones
for Collision and Crime Scene
Reconstruction (NASCIO) recognition:
The WSP also was a recipient of a

NASCIO award for its use of drones to Figure 3: The WSP was a NASCIO award

recipient for its use of drones to expedite the

expedite the forensic mapping of collision forensic mapping of collision and crime scenes in
and crime scenes in Washington state. Washington state.

Traditional methods that used hand /

measurements, total stations, and 3D STUDY: IMPACT OF USING

laser scanners resulted in lengthy road DRONES IN 2018

closures on heavily traveled highways. 126 accident investigations.

Using drones for the work has 1 Amount of time roads closed
dramatically reduced the amount of time reduced by 200.5 hours (a 75%
needed to map scenes. From January reduction).

through September 2018, the use of f Saved more than $4 million ($350
drones in 126 investigations resulted in a per minute). j
75% reduction in road closure time (a

11














































































































































































